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Abstract We define a family of Distributed Hash Table systems whose aim is to
combine the routing efficiency of randomized networks—e.g. optimal average path
length O (log?n/81log8) with § degree—with the programmability and startup effi-
ciency of a uniform overlay—that is, a deterministic system in which the overlay
network is transitive and greedy routing is optimal. It is known that Q2(logn) is a
lower bound on the average path length for uniform overlays with O (logn) degree
(Xu et al., IEEE J. Sel. Areas Commun. 22(1), 151-163, 2004).

Our work is inspired by neighbor-of-neighbor (NoN) routing, a recently intro-
duced variation of greedy routing that allows us to achieve optimal average path
length in randomized networks. The advantage of our proposal is that of allowing the
NoN technique to be implemented without adding any overhead to the corresponding
deterministic network.

We propose a family of networks parameterized with a positive integer ¢ which
measures the amount of randomness that is used. By varying the value c, the system
goes from the deterministic case (¢ = 1) to an “almost uniform” system. Increasing
c to relatively low values allows for routing with asymptotically optimal average
path length while retaining most of the advantages of a uniform system, such as easy
programmability and quick bootstrap of the nodes entering the system.
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We also provide a matching lower bound for the average path length of the routing
schemes for any c.

Keywords Peer-to-peer - Overlay network - Greedy routing

1 Introduction

Peer-to-peer (P2P) is a class of network applications that takes advantage of existing
computing power, computer storage, and networking connectivity, which are avail-
able at the edges of the Internet. Hence P2P allows users to leverage their collective
power to the benefit of all.

P2P systems have quickly become very popular in the recent years. Several appli-
cations exploit P2P networks. Without a doubt, file sharing systems are among the
most popular. Sharing other resources, such as file storage and CPU time are also
common.

One of the most important benefits provided by P2P systems is the scalability. In a
P2P system, each consumer of resources also donates resources. Nevertheless, scal-
ability has been recognized as the central challenge in designing such systems [18].

To design a scalable system, several P2P systems are based on the distributed hash
table (DHT) schema [5, 17, 19, 21]. A DHT is a self-organizing overlay network that
allows us to add, delete and look up hash table elements. In DHT schemes, data as
well as nodes are associated with a key and each node in the system is responsible
for storing a certain range of keys. Each node stores data that correspond to a certain
portion of the key space, and each node uses a routing schema to forward the request
for data whose key does not belong to its own key space to the appropriate next-hop.
Recently, several systems have been proposed whereby hosts configure themselves
into a structured network in such a way that lookups only require a small number of
hops.

The efficiency of routing algorithms in P2P systems represents a key factor for
ensuring scalability. A fast algorithm not only makes the primitive operations (such
as accessing or inserting data) efficient, but also impacts positively on maintenance,
i.e., by keeping the DHT consistent and in working order in the face of both dynamic
and unpredictable join/leave of peers in the network and of node failures.

1.1 Our Results: A Road-Map

In this paper, we propose a novel technique that allows us to retain the improve-
ments provided by the NoN routing introduced in [13] over randomized networks,
while eliminating the drawbacks in system overhead that is implied by this tech-
nique. Moreover, in order to evaluate the effectiveness of the proposed strategy, we
apply our technique to two well known networks: Chord [19] and Symphony* [13].

In a sense, our results allow us to retain the programmability and quick bootstrap
of uniform networks while leveraging randomization to ensure efficiency. In this sec-
tion we provide a road-map to our results that can be expressed as obtaining a combi-
nation of the ease of management of uniform networks and efficiency of randomized
networks.
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A preliminary version of some results described in this paper were reported at the
8th International Symposium on Parallel Architectures, Algorithms, and Networks
(I-SPAN 2005) [2] and at the 10th IEEE Symposium on Computers and Communi-
catiuons (ISCC 2005) [4].

1.1.1 Greedy Routing on Uniform Networks: Programmability and Quick Bootstrap

The traditional measurements of routing efficiency (degree, average path length, etc.)
must often be supplemented, in practice, with the consideration of how simple the im-
plementation of the routing algorithms at each node is. In this scenario, the popularity
of uniform networks, as well as the greedy routing approach, is easily explained. In
fact, the first proposed DHT systems were uniform networks and exploited a greedy
routing algorithm [5, 17, 19, 21].

Definition 1 (Uniform networks [20]) Consider a network U embedded into a circu-
lar metric space (ring) having 2" identifiers labeled from 0 to 2" — 1 in clockwise
order. U is uniform iff there exist § > 1 integers (a.k.a. jumps) jo, ji, ..., js—1 (Where
ji €[1,2™) foreachi =0,...,8 — 1) such that each node v € U is connected by an
edge to the nodes! v + ji, foreachi =0,...,8 — 1 (i.e., all the connections are
symmetric.)

An extensive study of uniform systems was carried out by Xu et al. in [20]. The
most important property of uniform networks is that the greedy routing is optimal.
Moreover, routing occurs between the portion of key space delimited by source and
destination (locality in the key space) and, therefore, any possible semantics present
in the keys is not lost (e.g. if proximity between keys implies proximity between
peers) [13]. Greedy routing is also very simple to implement and has an implicit fault
tolerance capability. Indeed, at each step the greedy routing forwards the message to a
peer that is closer to the destination. Therefore, if a faulty edge (peer) is found during
the routing, the work that has been carried out is not lost. Indeed, each step that is
performed independently gets the message closer to the destination. Furthermore, a
greedy routing on a uniform network is peer-congestion-free [20] and ensures a quick
bootstrap to all the peers entering the network.

On the down side, uniform networks produce paths of length that are larger than
what would be required in a network of that given node degree. A typical example
is Chord [19] that has degree O (logn) and in which the greedy routing produces an
average path length O(logn), whereas the lower bound is Q2 (logn/loglogn). If we
limit our attention to uniform networks, Xu et al. [20] showed that Chord, as well
as the other popular DHT systems like Pastry [5], CAN [17] and Tapestry [21], are
indeed optimal.

The join operation in the Chord-like protocol allows the DHT to support nodes
that dynamically enter the system. It is rather costly compared with the other oper-
ations. The number of hops required by a join operation is O ((finger table size)x
(average path length)) w.h.p., since we need a lookup in order to fill each finger table

L All the arithmetic operations on the ring are done mod 2.
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entry. The leave operation is cost-free, with the exception of stabilization costs. The
latter can be reduced using techniques similar to those applied to the optimization of
the join.

In practice, one wants to ensure a quick bootstrap to all the nodes entering the net-
work and, in some cases, this is a strict requirement of the application. For example,
DHT-based distributed file systems may want to give (rather) efficient access to all
the files as soon as a node plugs itself into the system.

In uniform networks, quick bootstrap of a node v can easily be obtained by using
the finger table of v’s predecessor (i.e., the node that precedes v on the ring) as a
starting point. In fact, v and v’s predecessor finger tables are quite similar, therefore,
the i-th finger of v is efficiently obtained by asking v’s predecessor for its i-th finger.
Of course, uniformity of the network is crucial in this scenario. Thus, on the average,
the number of hops required by a join operation becomes O (finger table size), since
the lookup for each finger is computed on a small portion of the ring where only an
average of O (1) nodes are present. It must be pointed out that the use of randomized
networks makes this approach unfeasible. This is due to the total lack of relationship
between the finger tables of any pair of nodes in the network.

1.1.2 NoN Routing on Randomized Networks: Optimal Average Path Length

Recently, a novel approach for routing in DHTs which improves on greedy rout-
ing was proposed by Manku et al. in [12]. This approach, called NoN (Neighbors-
of-Neighbors) or 1-lookahead routing, substantially consists in making the greedy
choice by not only looking at the neighbors of a node, but by looking at all the nodes
that are at most two hops away from the node itself.

By using NoN routing, latency can be optimally reduced in several well known
topologies (such as Chord) provided that randomization is used to establish the neigh-
bors of the nodes. Hence, the use of randomization together with the NoN routing
allows us to keep the advantages of greedy routing to some extent, while optimiz-
ing the latency. For example, while it is known that Chord is not degree—optimal (it
uses logn degree and has an average path length (1/2)logn), [13] highlights that by
inserting randomization in the choice of the neighbors of a node and using NoN rout-
ing, one can, with logn degree, make the latency (i.e. average path length) drop to
O (logn/loglogn). It must be pointed out that the NoN approach without random-
ization has proved to be [7] ineffective for Chord, since the average path length is
Q(logn).

Unfortunately, the results in [13] are obtained by trading off programmability and
feasibility for efficiency. First of all, in NoN routing a certain amount of overhead is
inherent and should not be underestimated. Randomization and NoN routing require
the list of its neighbors of neighbors be transmitted to a node. While in [13] Manku
et al. argued that this can be implemented without extra cost by using keep-alive
TCP messages, we believe that because of abstraction requirements, the application
protocol should not tamper with the transport protocols, and that performance pre-
dictability of a NoN implementation can be seriously limited by underestimating this
overhead in the analysis [3, 4]. We substantiate our claim in Sect. 5 by providing a
lower bound to the communication cost that is incurred by the NoN routing on ran-
domized networks. Moreover, the randomization of the original network trades the
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decrement of the expected number of hops for the loss of uniformity, which would
ensure both easy programmability and quick bootstrap.

For the sake of completeness, it must also be said that several other proposals
have been made that give up the uniformity constraint in order to improve the average
path length of uniform networks. In fact, some research groups (independently) pro-
posed optimal solutions (with non-greedy routing algorithms) to build non-uniform
overlay networks based on the static butterfly networks or the de Bruijn graphs [6,
8, 10, 15]. However, such systems lack on feasibility due to their complex routing
algorithms. Besides, Aspnes et al. [1] proposed a new concept of distributed data
structure, which allows queries based on key ordering to be performed. Anyhow, the
proposed systems, called Skip-graphs, do not address the issue of load balancing the
number of resources per peer.

1.1.3 Our Proposal: The Best of Both Worlds

Our proposal combines the programmability and startup efficiency of a uniform sys-
tem with the routing efficiency of randomized networks—e.g. optimal average path
length O(log?n/8logs), where n is the network size and § is the degree of each
node.

After preliminary definitions in Sect. 2, Sect. 3 introduces a family of networks H.
that are parameterized by the actual amount of randomness that is used. By changing
the integer parameter c, the network exhibits a behavior that goes from the determin-
istic case (¢ = 1) to an “almost uniform” system.

In Sect. 4 we show that NoN routing on H, networks based on Chord (Sect. 4.1)
and Symphony* (Sect. 4.2), allows to obtain the optimal—to within constant
factors—average path length for ¢ = Q (logn/log?).

In Sect. 5, we summarize the results of the previous section in order to allow a
fair comparison with the traditional NoN routing [13], whose communication cost is
explicitly bounded from below.

We complete our study by experimentally showing, in Sect. 6, that optimal effi-
ciency can be obtained with relatively low values of ¢ (for example between 2 and 5)
for a significant size of the network (around 10° nodes). In particular, our approach
leads to networks which both maintain the degree and the optimal average path length
of the randomized versions of the network, and almost maintain the system overhead
of the deterministic version. Our simulations, which were performed both at varying
sizes of the network and at varying network loads (i.e. number of nodes with respect
to number of available identifiers), validated the theoretical results.

Before the Conclusions section, we also prove a matching lower bound in Sect. 7
for § =logn and for any value of c.

2 Preliminary Definitions

We consider a set of n nodes lying on a ring of 2™ identifiers. Identifiers are labeled
from 0 to 2 — 1 in clockwise order. All the operations are on the circular metric, e.g.
mod 2™,

@ Springer



Theory Comput Syst

Each node v has an m-bit identifier, and is connected to its predecessor P(v) and
its successor S(v) on the ring. In general, one has to deal with the case in which only
some of all 2™ possible identifiers correspond to a node that is actually present in the
network. Hence, P(v) is the first node before v on the ring, i.e., no node identifier
is present in the ring interval [P(v) + 1, v — 1]; S(v) is the first node following v
on the ring, i.e., no node identifier is present in the ring interval [v + 1, S(v) — 1].
Moreover, throughout this paper, when we say that a node v is connected to id, we
actually mean that v is connected to the first node with key greater than or equal to
id on the ring, i.e., to the node corresponding to the identifier id’ following id on the
ring, such that no node identifier is present in the interval [id, id’ — 1].

In this paper we will exploit our ideas by applying them to the two well known
overlays of Chord and Symphony, whose definitions are reported below:

e Chord: [19] Each node v is connected by edges to the nodes v + 2/, for each
i=0,...,m— 1. Notice that Chord is a uniform network (cf. Definition 1) where
§=mand j; =2/ foreachi =0,...,6 — 1.

R-Chord: [13] Each node v is connected by edges to the nodes v + 2/ + (i),
where r(i) is an integer chosen by v at random with uniform probability in the
range [0, 2i), foreachi =0,...,m — 1.

e Symphony*: [13] Let y denote a real number satisfying logy = log %m, where §
is the node degree (Symphony* can have arbitrary degree § > 1). For each i =
1,...,8, let I; = [y*~!, y) and let ¢/ denote a probability distribution over the
integers in I;, such that the probability of a € I; is proportional to 1/a. For each
i=1,...5, an edge is established from node v to v + a;, where a; is an integer
drawn from ¢'.

We observe that Symphony* can be considered the randomized version of a uni-
form network having jumps j; = y' foreachi =0,...,8 — 1.

2.1 Neighbor of Neighbor Routing

The following definition of the neighbor of neighbor (NoN) routing was provided by
[13]. We assume that each node holds its neighbors’ routing tables as well as its own
routing table.

Definition 2 ([13] Neighbor of neighbor routing) Let (V, E) be a graph embedded in
a metric space and d : V2 — R be a metric for the nodes in the network. Neighbor
of neighbor routing entails the following decision (where v is the current node and ¢
is the target key):

1. Let N(v) ={uy,us,...,us} be the neighbors of v.

2. Foreachi=l1,...,§, let w;1, w2, ..., w;s be the neighbors of u; and let N2(v) =
(wij|1<i, j<8).

3. Among these 8% 4+ 8§ nodes, assume that z is the one closest to the target (with
respect to metric d()).

4. If z € N(v) route the message from v fo z else z = w;;, for some i and j, and
route the message from v via u; to z.
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Remark We call the (standard) definition given above, which was analyzed in [13]
from a theoretical point of view, 2-phase NoN. A more efficient definition, that we
call 1-phase NoN, can be obtained by replacing Step 4 as follows:

4'. If z € N(v) route the message from v fo z else z = wj;, for some i and j and
route the message from v o u;.

Intuition can easily support the claim of efficiency of /-phase NoN: re-applying the
whole algorithm at node u; can only extend the choices. Furthermore, experiments
have shown that 2-phase NoN is slower than 1-phase NoN.

In the NoN routing algorithm, u; might not be the neighbor of v which is closest
to the target (with respect to metric d). The algorithm could be viewed as a greedy
algorithm on the square of the graph—a message gets routed to the best possible node
among those at hop-distance two.

3 H.-Networks

In this section we introduce the novel family of H.-networks. We assume that nodes
are partitioned into a (predefined) number ¢ of classes so that nodes in the same
class can be considered as satisfying the uniformity requirement. Namely, each
node randomly chooses one of the classes to belong to; each node in class i, for
i=0,...,c— 1, chooses its neighbors depending on the parameter i.

Definition 3 (H.-Network) Let U be a generic uniform overlay network (see Defi-
nition 1), having n nodes and & jumps jo, ji, ..., js—1. Let ¢ be any given positive
integer in the interval [1,2™] and H () be a cryptographic hash function (like, e.g.,
SHA-1 [16]), that maps an identifier id on the interval [0, 1).

Consider ¢ real numbers Ag, Ay, ..., Ac.—jsuchthat0=2Xg <A <--- <A, < 1.
The network H.-U is obtained from U as follows: For any v =0, ...,2" — 1, node v
is connected by an edge to the nodes

v+ Lji +Ae, i1 — J s ()

wherei =0,...,6 —1, js=2"and ¢, = |[cH(v)].

We refer to the integers 0, 1, ...,c — 1 as the node classes and to the integer c,
as the class of v. Easily, ¢, satisfies ¢, € {0, ..., c — 1}. It is clear that the following
property holds.

Property 1 Each node chooses its class independently from among the set {0, 1, ...,
¢ — 1} with probability 1/c.

We can also observe that an H.-Network is fully described showing the generating
network U and the values Ay for £ =0, ...,c— 1.

In this paper we shall analyze the H.-Networks that are originated from two sig-
nificant overlay networks: Chord and Symphony*.
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e Considering the Chord network and defining Ay = ¢/c, foreach £ =0,...,c — 1,
we obtain the H.-Chord network: _
H.-Chord: Each node v is connected by an edge to the nodes v + 2/ + L%J, for
eachi =0,...,m—1.

e We recall that Symphony* can be seen as a randomized version of the deterministic
uniform network having jumps j; = y' foreachi =0, ...,8 — 1. By defining A, =

bfe_
Vy_ll |
H.-Symphony*: Each node v is connected by an edge to the nodes v + |y’ +CT-UJ,
foreachi =0,...,6 — 1.

,foreach £ =0, ...,c— 1, we obtain the H.-Symphony* network:

3.1 A Particular Case: H-Networks

By varying the value c, the network H.-U goes from the underlying uniform network
U when ¢ = 1, i.e., all nodes are in the same class, to a randomized network when
¢ =2". In this latter case, each node can choose any value in [j;, ji+1) as its i-th
network’s jump; we will denote the resulting network by H-U.

In particular, in case of Chord and Symphony we get:

H-Chord: Each node v is connected by an edge to the nodes v + 2 + | H (v)2!],
foreachi =0,...,m — 1.
H-Symphony*: Each node v is connected by an edge to the nodes v + [y TH® |,
foreachi =0,...,6 — 1.

We will show that H-Networks are characterized by the fact that by simply us-
ing the hash-function defined on the node identifiers, they allow us to preserve
the O (logn/loglogn) average number of hops for the NoN routing (vs. the need
for logn random numbers needed in the randomized overlay, cfr. R-Chord and
Symphony* [13]).

4 Routing in H.-Networks
4.1 Routing in H.-Chord

In this section we present the upper bounds we obtained for routing in H.-Chord
networks.

Lemma 1 Consider ¢ > 1. The average path length is O (log.n + %) hops for
the NoN routing algorithm on H.-Chord with n = 2™ nodes.

Proof Consider anode s that wants to send a message to a node ¢ at distance d (s, t) =
d. Let p be the unique integer.such tha.t 27r < d < 2P*! and ¢ = min{c, log)lgorgln }-
There are two cases to be taken into consideration.

Case 1: p < q. In this case, O(g) hops suffice to reach the destination, since the
distance decreases at least by a factor of 3/4 for each executed hop (cf. [11]).
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Case 2: p > q. Consider the interval of size d’ = [d/q] ending in the destination 7.
I=¢-4d,t].

In order to prove the lemma in this case, we first show that with constant probabil-
ity we can reach the interval I in two hops. Let s1, ..., s;—1 denote the first ¢ — 1

neighbors of s, that is,
) i
S,‘:S—‘rzl—i-\‘cs J,

c

fori =1,...,q — 1; these are the neighbors of s in the interval [s, s + 27). Moreover,
let so =5 and §' = {50, ..., sq—1}. Finally, denote by J¢(s;) the £th neighbor of s;,

2t
Jo(si) =si +2° + {CY'TJ

From now on, by NoN of s, we mean the set
S=S"U{Jis)|1<i<gq,0<l<m}.

We are investigating the probability of S having an outgoing edge entering the
interval I, that is, the probability

P=Pr[30<i<qgand0 <l <ms.t. Jo(s;) € I].
We can prove the following

Claim 1 For any node s;€S’, the probability P’ that it has an outgoing edge entering
the interval 1 is at least ﬁ.

Before proving the claim let us look at its consequences. Let S C S’ be a maximal
subset of nodes which belong to different classes. Easily, |S| > g, for some constant

o > 1, with probability not less than 1 — aiq because g < c. Since nodes in S belong
to different classes, the cases in which one of them has a link in the interval [ are
independent from one node to another.

Therefore, the probability that none of these nodes has an outgoing edge reaching
the interval [ is

1\ 1
le—(l—P/)'Szl—<1——> >,
4q 8
Hence, the expected number of nodes encountered before a successful event occurs
is O(1). Thus, in 0(logq n) hops, the distance drops to 21’/, where p’ < ¢, and we
have reduced case two to case one.
Accordingly, we need O (g +log, n) hops to reach the target 7. Hence, one can find

the desired value of the average path length by observing that ¢ = min{c, ; olgl%)Zn }.
We now complete the proof by showing Claim 1.
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Consider a node s; at distance d; from ¢. We are investigating the probability of s;
having an outgoing edge entering the interval /, i.e.,

P =Pr[30<?l<ms.t Jo(s) €I

Let p; be the unique integer (< p) such that 27 < d; < 27i*! there are two cases to
be taken into consideration.

1. d; —d' > 2P, In this case the only jump that can reach the interval I is the
pi-th. Let C’ be the set of classes that allows s; to reach the interval I (i.e.
V' e C',s; + 2P + L%J € I). Since each node independently chooses a class

with probability 1/c we have that s; reaches the interval I with probability at least
c] .
a and the i-th jump of a node belonging to class a + r is at most [r %]. Hence,
€1z Ly -

If ¢ > ¢/4 we have

Moreover, the distance between the i-th jump of a node belonging to class

= 11
> > > >
c = c - c T ¢ 4q
Otherwise
d—1 7l
IC’| = - 11 11
> > >__ __ _°Z
c -~ ¢ = c Tqg 2P ¢ 4q

2. d; —d' < 2P, Consider the possibility that ¢ > c¢/4. In this case if s; chooses
the class 0 (i.e. ¢5; = 0) then J, (s;) reaches the interval I (namely, s; + d; — d <
Jp; (si) =s; + 2P <s; +d; =t). Hence, since each node chooses a class indepen-
dently with probability 1/c we have that s; reaches the interval I with probability at
least 1/c > 1/4q.

Otherwise, define A = (d; — d’,2P"), B = [2Pi d;],C = (2d; — 2d’,2Pit!). The
probability that one of the hops will reach the interval I is equal to Pr[J,, _1(s;)€A
or Jp, (s;)€B].

We can observe that J,(s;) € C implies that J,_1(s;) € A.

Observe that for any n > 16, the intervals (2d;— 2d’, 2Pit1y and [27i, d;] do not
overlap. Thus, we have:

v
v
|

|

|

!

|
v
|
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We can generalize the results so that they also hold in a ring that does not contain
all nodes. Due to consistent hashing constraints the » nodes can be assumed to be
uniformly distributed [9].

Theorem 1 Assume c > 1, then the average path length is O(log.n + lolglgo'; ) hops

for the NoN routing algorithm on H.-Chord in a ring of size 2" where the number of
live nodes isn <2™.

Proof Consider a source that wants to send a message at distance d. Because of
Lemma 1, it follows that diminishing the distance to size 2" /n takes O(log.n +
i Olgol%)'gzn) hops. What is left to prove is that the number of live nodes in an interval /

of size 2™ /n is small. The expected number of live nodes in the interval is:

n n n n
om
E[A]=E|:Zx,~ el:| :ZE[xi eI]:ZPr[xi eI]=27~2—m=1.
i=1 i=1 i=1 i=1

Furthermore, using the Chernoff bound, the probability that more than
1.5Inn/Inlnn nodes lie in an interval I of size 2" /n is less than n=2 (see Ex-
ample 4.4 in [14] for more details). Hence, with probability greater than 1 — 1/n2,

the number of nodes that lie in the same interval is O (logn/loglogn). t
Corollary 1 The average path length is O(IOIgOI%gn) hops for the NoN routing algo-

rithm on H-Chord in a ring of size 2™ where the number of live nodes is n <2™.
4.2 Routing in H.-Symphony*

In this section we analyze greedy and NoN routing on H.-Symphony* networks. The
following preliminary result will be a tool in the analysis of the performances of both
routing strategies.

Lemma 2 Let g > 1 be an integer and let ® denote the probability that a node
of an H¢-Symphony* network, with n = 2™ nodes (where 1 < § < logn) with one
hop is able to diminish the distance to a target node from d to, at most, d/q, then
5 . qlogn

= glogn V=5

Proof Without loss of generality, assume that the message is at node v = 0 and the
target is = d, we want to route the message to a node w with d — w < d/q. in one
hop. We denote the smallest integer such that YOt > d by ¢+, Similarly, we denote
the smallest integer such that yZ*J“aT >d by a*.

Let I and H respectively denote the intervals (d(1 — 1/g),d] and [yZ*Jra =

E*+%]

y . Since ¢ > qkj# we have that |H| < |I|. Hence, at least one point of the

form ye*+% for some integer o > 0, belongs to I.
Since each node independently chooses a class with probability 1/c, we have that

each point of the form yl*“%a for some integer o > 0 is a jump of v with probabil-
ity 1/c.
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| (ie. bglogy <c < (b + Dglogy). Since c> %" — glogy,

e* a —2 Z*

Let b= qu(fgy

we have that b > 1. Define B = {y* +*
show that each element of B belongs to 1. By contradictlon, we assume that y

} We are able to
et

does not belong to /. We know that y£*+“7 > d and since yl*+(l(_-7b ¢ I, we have that
yU+ " <d(1 - 1/¢). Hence,

s
by e d q
ye= = > = . 2
yote d—d/q gq-1
From (2) we have that ¢ < lobgl(oi ;- Since g log(; —4:) > 1 then ¢ < bglogy and we
g—1

have a contradiction because ¢ > bglogy.
Since each element of B could be a jump of v with probability %, then the proba-
bility & that a jump of v diminishes the distance from d to at most d/q is

N b b 8
d=1—-(1—- > —> > . U
c 2c 2(b+1glogy — 4qlogn

Lemma 3 Consider ¢ > 22 , then the average path length is 0( ") for greedy
routing on H.-Symphony* havmg n =2" nodes, when 1 <§ < logn

Proof Consider node v that holds a message destined for node ¢ at distance d.

Let ® denote the probability that a v’s outgoing link diminishes the distance by at
least half, then by using Lemma 2 (with ¢ = 2) we have ® > g2 Og t

Therefore, the expected number of nodes encountered along the route before we
come across a distance-halving link is 0(1 g") Since the initial distance is d, the
maximum number of times the remaining d1stance could possibly be halved is logd.

Since d < n it follows that the average path length is 0(10g 5. O

2
Lemma 4 Assume ¢ > igiii , then the average path length is 0((1301% gg’) for the NoN

routing on He-Symphony*, with n = 2™ nodes, when 1 < § <logn.

Proof Consider node v that holds a message destined for node ¢ at distance d and let
q= @. There are two cases to take into consideration.

Case 1: logd < qkj#, then the remaining distance can be covered using greedy

. . log?n
routing (cf. Lemma 3) in O(Mogs) hops.

qlogn

Case 2: logd > . Let ¢ denote the event that the current node is able to
diminish the remaining distance from d to, at most, d/g in (at most) two hops.
Let W denote the probability that event y» occurs, we will show that

> . 3
~ 8alogn )
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In order to prove (3), assume I = (d(1 — 1/q), d]. Define Q as the set of nodes that

are reachable from v in zero or one hop and that are at distance less than or equal to d
glogn

from v. We have that |Q| > log, d = }ggi > @ =q. Let ® denote the probability

that such a node has a link in /. Using Lemma 2 we know that ® > %. LetQC QO

be a maximal subset of nodes which belongs to different classes. Easily, |Q| > %, for

some constant « > 1, with probability not less than 1 — ai because g < c. Since
nodes in Q belong to different classes, the cases in which one of them has a link in
the interval / are independent from one node to another. Therefore, the probability
that none of these nodes has an outgoing edge reaching the interval [ is

8 8
v1-(1-dd=(—_)(1)= ,
8qlogn / \ o 8alogn

Hence (3) holds.
The expected number of nodes encountered before a successful event ¥ occurs is
at most 0(l°§"). Since the initial distance is d, the maximum number of times the

remaining distance could possibly be diminished is log, d. Therefore since d < n it

2 2
follows that the average path length is O((l;;‘f)g'; ). Thus, in O( ;‘iig; ) hops, the distance

is decreased to d*, where logd™ < qlo%, and we have reduced case two to case one.

log’n

Slogg
. . 8

the desired value of the average path length by observing that g = Togs " (]

+ 1(’gz") Hence one can find
dlogé’

Summing the two, the total number of hops is O (

Using the same argument as Theorem 1, i.e., by observing that the number of
nodes that lie on the same interval of size 2" /n is small, one can easily prove the
following theorem.

Theorem 2 Assume ¢ > llg%, then the average path length is 0(]801%12) (when 1 <
8 <logn) for the NoN routing on H.-Symphony* in a ring of size 2" where the
number of live nodes is n <2™.

5 A Comparison of H.-Networks with Traditional NoN Routing

Here, we would like to provide a complete comparison of our results with the tradi-
tional NoN networks proposed by Manku et al. in [13].

Our results were obtained by introducing a limited amount of “randomization”
(with a hash function) into a deterministic network: efficiency (as in non-uniform
networks), programmability and quick bootstrap (as in uniform networks).

Corollary 2 Assume 1 < § <logn and c =logn/log§; then the average path length
of the NoN routing algorithm on an Hc-Network is 0(log2 n/8logd) hops in a ring
of size 2", where the number of live nodes is n <2™. Moreover, the number of hops
for the completion of the join operation is O (6 x loglogn) (w.h.p.).
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Proof The first part of the corollary is proved because of Theorems 1 and 2 when
c=logn/logs.

In a uniform system, it suffices to use the finger table of v’s predecessor (if v is
entering the system) which means that its fingers can be off by at most O (1) distance
(on average) with respect to what v needs. In an H.-Network, v may need to go back
to at most O (clogc) nodes (w.h.p.) before it can find a node of the same class as v’s.
This means that its fingers may be off by at most O (clogc) (w.h.p.) with respect to
what v needs, and that O(log (clogc)) = O(loglogn) hops are needed to perform
a search of each right finger for v. Therefore, the bootstrap can be performed with
O ((routing table size) x loglogn) hops (w.h.p.). The result follows from the size of
the routing table of the analyzed network. (|

Our results are obtained without the significant maintenance overhead that is in-
curred by the NoN networks. Without loss of generality, we restrict our discussion
to the Chord-like systems, although the same line of arguments are also suited for
Symphony* networks.

First of all, note that in order to exploit the NoN greedy routing, an R-Chord net-
work uses € (log” n) words of memory, since it keeps track of all the NoN informa-
tion, whereas the H.-Chord network only needs a storage of O(logn).

As explained by Manku et al. [13], R-Chord uses the same network update algo-
rithms as Chord. In addition, the neighbors of neighbors information is communi-
cated during basic network maintenance.

We already commented on the feasibility of this suggestion in Sect. 1. Here, we
try to estimate the overhead caused by this communication. The careful reader will
have already noticed that H.-Chord uses the same network maintenance protocol as
Chord, i.e., without any extra overhead.

As a matter of fact, the hash-function—exploited by the H. networks to find
the neighbors’ neighbors—merely provides us with identifiers. The real neighbors’
neighbors are the nodes which immediately follow these identifiers on the ring. This
means that the exact neighbors of neighbors information is not available in an H,
network, since the identifier suggested by the hash-function might not correspond to
a live node. However, this information suffices to perform efficient lookups: indeed
each identifier provided by the hash-function allows us to evaluate the distance to the
neighbor in question. Hence, we can use this distance to estimate the search progress
that could be made in each step. It follows that by using the estimated distances in
Theorem 1 we get an upper bound on the number of hops needed to reach the target.

Below we describe the additional communication costs of R-Chord. Since Manku
et al. do not provide exact algorithms, we only give lower bounds on the communi-
cation costs and try to comment on the expected overhead in practice.

Theorem 3 The communication complexity, using R-Chord together with the
1-lookahead protocol for maintaining the network structure is Q2 (logn) messages

for each node for and each round if no failures, joins, or leaves occur.

Proof For each node v; we need to check whether its neighbors have changed and
also whether its neighbors’ neighbors have changed. If no changes have taken place
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an acknowledgment bit is transmitted from each of the neighbors. Hence, to maintain
the ring during a period in which there are no failures or leaves we need to send
Q2 (logn) one bit messages per round. O

In practice, since the probability of neighborhood-updates is high, it is more likely
that the protocol directly checks which neighbors of the neighbor have changed by
using a logn bit word. Hence, the communication complexity will be 2 (log? 1) bits
per node and round.

Theorem 4 Every join, leave or failure incurs a message overhead of  (log> n) mes-
sages and Q (log> n) bits.

Proof We will only prove the theorem in case of a leave. Consider a node n, leav-
ing the system. The leaving node has, on the average, k = Q2 (logn) incoming edges.
Hence, n, is in the neighborhood list of k nodes, call them ny, ..., nx. Each node n;
has received a new representative n’ for ny by the stabilizing algorithm of the Chord
system. Due to the topological change, n; must communicate its neighbors to n;. The
number of these neighbors is, on the average, €2(logn). Hence, Q2 (logn) messages
of size Q(logzn) need to be communicated. Furthermore, each neighbor n; needs
to communicate its updated neighborhood information to all of its own neighbors.
Hence, additional €2 (log2 n) messages of size 2 (logn) bits each need to be commu-
nicated. U

6 Monte Carlo Simulation Results

In order to assess the effectiveness of our proposed routing algorithm from a practical
point of view as well (in addition to the asymptotic complexity analysis), we used a
Monte Carlo simulation approach to compare the standard Chord, the H-Chord and
the H.-Chord routing performance. The performance of H-Chord was found to be
equivalent to the original NoN version that was presented in [13]. However, since this
paper proves that for ¢ =logn/loglogn the theoretical bound is already reached, it
makes no sense to increase the number of classes beyond logn/loglogn.

A virtual ring is constructed by randomly generating the identifiers associated
with the prescribed number of nodes. Then the finger list for each node is constructed
according to the chosen distance function. Finally, a large number of uniform, inde-
pendent, random routing requests are issued to the node with the lowest identifier
in the ring and routed through the nodes simulating either the greedy (for Chord) or
the NoN (for H- and H.-Chord) routing protocol. The number of hops is counted for
each route and statistics are collected. 99% confidence level intervals are estimated
in order to ensure the precision of the simulated results. The simulation experiments
are repeated for many randomly generated virtual rings, until the 99% confidence
intervals drop to below 1% of the point estimates.

Figure 1 reports some of the simulation results we obtained by comparing the
standard Chord, the H-Chord, and the H.-Chord routing performance (the latter with
only ¢ = 2 classes).
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Estimated Routing time in Chord-like rings
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Fig. 1 Monte-Carlo Simulation Results. Number of hops for different routing algorithms as a function of
the size of the ring: average values and 90th percentile

Both the average number of hops and 90th percentile number of hops (i.e., the min-
imal number of hops having a 90% probability of never being exceeded) are reported
for each case (the H-Chord and H.-Chord with ¢ = 2 have the same 90th percentile
curve).

The diagrams clearly confirm the advantage of H-Chord over Chord, not only in
terms of average hop count (ranging from an 11% reduction with only 100 nodes, to
a 20% reduction with 1,000 nodes, up to a 27% reduction with 500,000 nodes) but
also in terms of 90th percentile. Moreover, the diagrams show that for small/medium
size rings, H.-Chord with only two classes behaves almost as well as H-Chord (with
a less than 2% difference up to 5,000 nodes on average hop count, and identical 90th
percentile over the whole range of ring size we took into consideration). As ring size
increases the difference between H-Chord and H.-Chord with ¢ = 2 classes becomes
more evident (3% with 10,000 nodes, 7% with 100,000 nodes, 10% with 500,000
nodes), but still provides a substantial advantage over Chord without substantial dis-
advantages (in terms of efficiency of the implementation) compared with the uniform
version of Chord.

A comment is needed regarding the choice of the number of classes ¢ when the
number of peers n varies. Indeed, ¢ is dynamic, but due to its slow growth it very
slowly reflects the changes in n. Therefore, standard techniques to estimate the num-
ber of nodes, such as considering the distribution of a node’s successors [8], can
easily be employed to estimate the number of classes that should be used. Moreover,
our strategy does not require each node in the network to take on the same value of
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c. Accordingly, the value of ¢ can be easily changed on the fly with no harm to the
efficiency of the system.

7 Lower Bound

In this section we present a lower bound on the diameter and the average path length
of any H.-Network based on the degree of the node in the network. By degree we
mean the number of jumps from each node in the network.

We first prove the following preliminary lemmas.

Lemma 5 Let c(n) be any function such that 2 < c(n) <logn. The diameter of any
uniform network having degree O(c(n)logn) is Q2 (logc(n) n).

Proof Consider any uniform network U. Since the degree of the network is
O (c(n)logn) then we can assume that the degree of the network (that is, the number
of jumps from each node in U) is at most a - ¢(n) logn, where a > 2 and n > N for
some N > 0. Then choose n > N. For the sake of simplicity, since n is fixed, we
hide the dependency from n of the various parameters. Hence, denote the degree of
the network with n peers by § and its diameter by d. Also assume a fixed number of
classes c = c(n).
In order to prove the lemma, we will show that

1
d>—1log.n. “)
4.a

Assume, on the contrary that (4) does not hold, that is, d < ﬁ log,. n and consider

the binomial (Szd). By using Stirling’s formula?

8+d)
<5+d> G+d)! 2v2n@é+d) <M> (6 + d)0+d

< < 5)
d sld! 278 (2) v2rd (4)° 8bdd

By denotinga =a -cand g = ﬁogc, we can write § < «alogn, d < Blogn. Since
S+d)6+dD . . . .
“—55ga— Is an increasing function of both § and d, we have

s+d (o logn + ﬂ]ogn)(alognJrﬁlogn) a+B\*[a+p B\ logn
< ) - ! T ( ) ( ) . ©®)
d (alogn)®1ogn (B logn)flogn o 8

By noticing that (#)“‘(#)’3 is an increasing function of 8 and that § = #Ogc <

1
W , WE have

a B 1 1
log a+p a+p < alog( 1+ + log(1 + 4 loga)
o B 4o log o 4loga

2 27x(x/e)* < x! <2 2mx(x/e)".
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a>4 1 +loga +logloga + log5
< <
4logo

< )a( >ﬁ
< 2.
o B

(F54) <o,

However, the network is uniform and, by a result in [20], we know that

(‘de)zn. )

Informally, the authors in [20] use elementary combinatorics to show that the num-
ber of different pathways (in the sense that the paths end up in different destinations)
that can be obtained on a uniform network having degree § and diameter d is equal to

1.

Therefore,

From (6) we have

(5;‘1). Since each node must be able to reach all other nodes, the inequality (7) holds.
Hence, there is a contradiction and we can conclude that (4) holds. [l

Lemma 6 The average path length of any uniform network having degree 5(n) and
diameter d(n) = O(6(n)) is Q(d(n)).

Proof Let U be a uniform network with n peers and let v be a node in U. Denote by
(i) the number of nodes at distance i from v. By using the same argument as [20] it
is easy to show that foreachi =0, 1,...,d(n),

ra)g<8m)fi_1>.

1

Since the average path length is a(n) = % ngg i - r(i), we have that the smallest

possible average path length is obtained when each r (i) is as large as possible, that
is,

(e ifl1<i<d),
r(i) = d(n)—1 .
n—>y "y r@ ifi=dn).
In such a case, we have that,>

dn)—1 d(n)—1

n> Z r(i) = Z <5(n)—ii—i—1>
i=0

i=0

a+i—1):(a+b

3Remember that, given two positive integers a and b, Z?:o( ; b ) which implies

p a+i—1 a+b—1 b—1,a+i—1
Yol i ):#( b—1 ):#Zizo( i )-
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d(n)—2
Sy +dm) — 1 (X): S(n) +i—1
 dn) -1 , i
i=0

) +d(n)—1

T dn)—1
We assume that d(n) = O(§(n)), that is, d(n) < « - §(n) for some @ > 0 and a suffi-
ciently large n. This implies that for sufficiently large n, from (8) we have

8(n)+d(n) —1 dn) — 1
rdn) +rdn) —1) = (ﬂ d(n) —1 _”)<5(n)+d(n) - 1)
_ né(n) n
TS tdm—1 a+l

[n— (r(d(n) +r(d(n) — 1)]. ®)

Hence,

dny . . ) .
Zii’gl 1 (i) - Dimdmy—1i (@)

a(n) =
n n
- (d(n) = )(r(d(n) +r(dn) —1))
n
dn)y— 1) dmn) -1
LW Dar _dw = Qd(n)). 0
n o+1

Theorem 5 Both the diameter and the average (shortest) path length of an H-
Network with degree O(logn) and ¢ > 2 classes are Q (log.n + lolgoﬁ)';n ).

Proof We consider a generic H.-Network H with n peers, c(n) > 2 classes and degree
8’(n). It is known that the lower bound 2 (i ogf%)’;n) holds [20]. We need to show the
lower bound Q2 (log,. n).

Let H be the network obtained by augmenting H in such a way that each node in
H maintains ¢8’(n) connections. Namely, each node v has all the §'(n) connections
v+ Lji +re(jitr — ji)] for i =0,...,8 — 1, corresponding to its membership to
class ¢, foreach £ =0,...,c— 1.

We denote by §(n) and d(n), respectively, the degree and the diameter of H. Ob-
viously 8(n) = cé'(n).

We can observe that: (a) H is a uniform network (all the nodes maintain §(n) con-
nections of the same length); (b) the diameter and average path length of H is smaller
than H (H is in fact obtained by adding some connection to H). Hence, in order to
bound the diameter of H (with degree §’(n)), we can apply the lower bound given in
Lemma 5 to H (with degree §(n)). Moreover, by Lemma 6, we can see that the same
bound holds on the average path length of H. U

8 Conclusions

We propose routing schemes that optimize the average number of hops for lookup re-
quests in Peer-to-Peer systems. Unlike other proposed systems, our scheme does not
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add any overhead to the system. A recently introduced variation of greedy routing,
called NoN routing, allows us to get optimal average path length with respect to the
degree; higher overhead is paid compared to previous systems due to the additional
network maintenance [13]. Our proposal has the advantage of “limiting” random-
ization to such an extent that neighborhood information can be encoded within the
hash-value of the node identifier. This enables us to use NoN lookup routing without
any additional overhead.

Our Theorems 1, 2 and 5 prove that H.-Networks make up a flexible and asymp-
totically optimal family of routing schemes. When ¢ = 1 the network is uniform, and
by increasing the value of ¢ we can reduce the expected number of hops down to the
minimum possible (i.e. O(log?n/8log8)) that is reached for ¢ = logn/logs.

Implementation is easy and efficient at the same time and combines the advantages
of the NoN routing (that can be implemented as a greedy routing applied to a larger
set of nodes) with a quick bootstrap of nodes entering the system (which can easily
be obtained thanks to the uniformity among nodes belonging to the same class).

Stochastic simulation results allowed us to show that the partition of nodes in a
very small number of classes provides almost the same performance as H-Chord in
terms of the expected number of hops in case of small/medium size rings. Even in
case of rings with several hundred thousand nodes, ¢ = 2 classes may provide a sub-
stantial advantage compared with standard Chord, though with very limited overhead
in finger table construction.

Acknowledgements The authors would like to thank the anonymous referees whose very helpful com-
ments allowed to significantly improve the presentation of their work.
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